Set Up Azure Verification Method:

Replace Microsoft Authenticator Device

I Trinity Health
Identity & Access Management ‘U' 4

Overview

What is a Verification Method?

A verification method is used to confirm a user's identity and add a layer of security to protect Trinity Health data. A
verification method is used for:
e Multi-factor authentication (MFA) — required to securely access Trinity Health resources while working off-
site
e Azure self-service password reset (SSPR) — required to securely reset your Trinity Health password

Requirements

You need the following.
e Computer (personal or work)
e Old Smartphone*
¢ New Smartphone

* |f you no longer have your old smartphone, disregard these instructions, and call the Service Desk for assistance.

Replace Microsoft Authenticator Device

Please follow the instructions below carefully before reaching out to the Service Desk.
Make sure both your old and new smartphones can access the internet.
If you have a Trinity Health email address, your Azure login ID (also known as a UPN) will be the same as

your Trinity Health email address. You can look up your UPN using the following link if you are on the
Trinity Health network or VPN: https://findmyupn.trinity-health.org/

[Computer]
1. On the computer (laptop/desktop), go to: https://aka.ms/mysecurityinfo
2. Onthe Sign in screen, enter your Trinity Health email/UPN, and click Next.
3. Onthe Enter password screen, enter your network password, and click Next.
4. Enter the code in the Authenticator app if the Enter code screen comes up, and click Verify, or approve the
notification in the Authenticator app if the Approve sign in request screen comes up.
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5. On the Security info screen, click Add sign-in method.
My Sign-Ins ? o

2, Overview Security info

These are the methods you use to sign into your account or reset your password.
S, Security info

Default sign-in method: _Cl'ange

F=1 Organizations
= Add sign-in method
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4
Job Aid: Replace Microsoft Authenticator Device
Replace Microsoft Authenticator Device (continued)

6. Onthe Add a method screen, click the drop-down arrow, choose Authenticator app, and then click Add.
Add a method X
Which method would you like to add?

Authenticator app v

Cancel m

[New Smartphone]
7. On your smartphone, complete one of the following options:
e Option 1: Scan the following QR code that matches your smartphone type

Apple App Store Google Play Store
e Option 2: Search for the Microsoft Authenticator e app in the Apple App Store or

Google Play Store s
8. Install the free Microsoft Authenticator app.

The Microsoft Authenticator app is free, and it does not have any in-app purchases.
9. Open the Microsoft Authenticator app.

10. If prompted to allow the Microsoft Authenticator app to send notifications and access the camera, choose
Allow or OK on each screen.

“Authenticator” Would Like to “Authenticator” Would Like to
Send You Notifications Access the Camera
Notifications may include alerts, May be needed to scan QR code to

sounds, and icon badges. These can

be configured in Settings. acdlainewjaccelint

Don't Allow Allow Don't Allow 0K

11. In the Microsoft Authenticator app, choose the + in the upper right corner to add a new Account.
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Accounts

12. On the What kind of account are you adding screen, choose Work or school account.

WHAT KIND OF ACCOUNT ARE YOU ADDING?

u Personal account

=. Work or school account

Other (Google, Facebook, etc.)
13. On the Add work or school account screen, choose Scan QR code.
Add work or school account

Sign in Scan QR code

14. The app on your smartphone or tablet will be using its camera to find/scan QR codes, and soon the web
page will display a QR code to scan.
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4
Job Aid: Replace Microsoft Authenticator Device
Replace Microsoft Authenticator Device (continued)

15. On the Start by getting the app screen on the computer, click Next.

Microsoft Authenticator

a Start by getting the app

e On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

want to use a different authenticator app

16. On the Set up your account screen, click Next.

Microsoft Authenticator

Set up your account

if prompted, allow notifications. Then add an account, and select "Work or school”.

=nl -

17. Hold your smartphone up to the computer screen so that it can scan the QR code.

18. On the Scan the QR code screen on the computer, click Next.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code. choose "Next”
iR 0
Sample

Clfese

| Can't scan image? ‘
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4
Job Aid: Replace Microsoft Authenticator Device
Replace Microsoft Authenticator Device (continued)

19. Read the number on the Let’s try it out screen.

Microsoft Authenticator

Let's try it out

v/

Approve the notification we're sending to your app by entering the number shown below.

77

[New Smartphone]
20. Enter the number from the Let’s try it out screen on the computer into the Are you trying to sign in?
notification on the smartphone, and then choose Yes on the notification.

Are you trying to sign in?
Trinity Health
@trinity-health.org

Enter the number shown to sign in.

Enter number here

No, it's not me Yes

[Computer]
21. Onthe Microsoft Authenticator screen on the computer, click Next.

Microsoft Authenticator

Naotification approved

v

e (2N

22. On the web page, click on Overview, and then click on Security info, to refresh the page.

My Sign-ins E My Account

0 Overview ‘,Q, Overview

2 Security info & Security info

B Organizations & Devices
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4
Job Aid: Replace Microsoft Authenticator Device
Replace Microsoft Authenticator Device (continued)

23. On the Security info screen, click Delete at the end of the Microsoft Authenticator row containing the old
smartphone.

The new device will be the one at the top of the list, and the old device will be the one at the bottom of the
list.

My Sign-Ins ? 0

Q Overview Security infO

These are the methods you use to sign into your account or reset your password.
A Security info
Default sign-in method: Microsoft Authenticator - netification Change
E=1 Organizations
= Add method
L1 Devices
@  Microsoft Authenticator _
8 Privacy
I

Delete

©  Microsoft Authenticator Delete

You’re done! Going forward, you may be prompted to use this new verification method when
V accessing Trinity Health applications from outside of a Trinity Health facility or on a personal device.

Account Management

You can return to https://aka.ms/mysecurityinfo at any time to manage your Azure verification method.
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